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ABSTRACT

A data storage device includes a memory and a controller and
may perform a method that includes updating, in the control-
ler, a value of a particular counter of a set of counters in
response to a read access to a particular region of the non-
volatile memory that is tracked by the particular counter.
Read accesses to a first region of the non-volatile memory are
tracked by a first counter of the set of counters and read
accesses to a second region of the non-volatile memory are
tracked by a second counter of the set of counters. The method
includes, in response to the value of the particular counter
indicating that a count of read accesses to the particular region
equals or exceeds a first threshold, initiating a remedial action
to the particular region of the non-volatile memory.

'/- 100 102

Data Storage Device

r104
/

Memory (e.g. NAND flash memory)
110

112

1801 Region 1

aee
Counter Values

Region N

150 ¥
™ Read C«lummand

[
1% N oo et
) 12

Controller

Set of Read Acoess Counters

2|

4 18
[ Vael ]

"2 82

ml

¥ T
BTN Read P Mgy [Thesod]
Mdlms ¢
124
N Wemory Management Engine

128

User
Data 132
130

16 Claims, 4 Drawing Sheets

[~ 170



U.S. Patent Sep. 22, 2015 Sheet 1 of 4 US 9,141,534 B2

’/— 100 102

/[ 104
Data Storage Device /
Memory (e.g. NAND flash memory)
/110 /112
_ Region 1 Region N
180 7 e
\\
LCounter Values
150 + 156 |
N Read Command A Read Data
| v
Controller
. Set of Read Access Counters
140 160
RN /~
Countert | Vave?l |
142 N\ T e
V4
Counter N | VaiueN |
i | LA 170
1527 Read VM pgg
Address
124 : :
\ 196 \i‘v’iemgry Managament Engine
Remedial Action

User
Dale 139

/‘ 130
Host




U.S. Patent Sep. 22, 2015 Sheet 2 of 4 US 9,141,534 B2
200
\ /104
NAND Flash Memory
Read Tracking | Block M 228
ead Tracking | —
RegonN < Block M-1
216 L
Read Tracking J
Region N-1 <
214 k
Read Tracking (
Region2 <
212 L
) (/ Block 3 /228
Reag Tracking ) Block 2 224
O < A
ggm L Block 1 f_ff‘ﬁ
_ Biock 0 240
122 140 120
Contralier \ //_ =
SRR | Counter 1 <—jhreﬂshold1
—lag {——
240 — Address [l Counter? <—:E"hresho!d 2
N Comparison —Flag 2—»
Clrouity | . U 141 .
4 F'z —_ ° _/ e
Read Address > CounterN [ 7resnold N
1 —Flag N—
194 — Fash B — 142
! N\__| Management [
Engine +
|‘4 % Move/Refresh Quaue —//_ 04
WIE Count Wk
' Threshold
— 244 — 246

FIG. 2



US 9,141,534 B2

104 ﬂ‘ {_ First Logica! Partitioning 304

& Biock M 228

& Bigck § 220

v/_ Second Logical Pariitioning 384

& Block M 228

Counter §

Region 8 384

U.S. Patent Sep. 22, 2015 Sheet 3 of 4
/122 ,
3stof Counters J _
—_ — /\/ Or _C
20 |
22 M Corte? 1] J>
oy - Y N IR
52 I Comert )\
o N N ——
3507 |
52 | Coia 7] J
a g — { Region4 348
334 Counter 8 W
: First Mapping of Regions to Counters 302
{(When W/E < W/E Threshold)
104
/122 ﬂ‘
Set of Countars / Region 1 350
r.zﬂ — p " p
W P
22\ Coner? —
S _ egion 3 354
W (
306 —  —— Region4 358
2 |
2 | Resons 2
330 Courter 6 % Region 6 360
332 _\\—| Counter 7 |L [ Region7 362
334 — [
L

€ Biock 0 220

Second Mapping of Regions to Counders 382
{When W/E >= W/E Threshold)

FIG. 3



U.S. Patent Sep. 22, 2015 Sheet 4 of 4 US 9,141,534 B2

400 \
0

Update, in a controller of the data storage devics, a value of a particular counter of a sat of
counters in response o a read access to a particular region of the non-volatile memory that is
tracked by the pardicular counter

l /‘ 404

In response fo the value of the particular counter indicating that a count of read accesses to the
parficular region equals or exceads a first threshold, initiate a remedial action o the particuiar
region of the non-volatile memory




US 9,141,534 B2

1

TRACKING READ ACCESSES TO REGIONS
OF NON-VOLATILE MEMORY

CROSS-REFERENCE TO RELATED
APPLICATIONS

The present application claims priority to U.S. Provisional
Application No. 61/737,668, filed Dec. 14, 2012, which
application is hereby incorporated by reference in its entirety.

FIELD OF THE DISCLOSURE

The present disclosure is generally related to tracking
accesses to non-volatile memory.

BACKGROUND

Non-volatile data storage devices, such as universal serial
bus (USB) flash memory devices or removable storage cards,
have allowed for increased portability of data and software
applications. Flash memory devices can enhance data storage
density by storing multiple bits in each flash memory cell. For
example, Multi-Level Cell (MLC) flash memory devices pro-
vide increased storage density by storing 3 bits per cell, 4 bits
per cell, or more. Although increasing the number of bits per
cell and reducing device feature dimensions may increase a
storage density of a memory device, a bit error rate of data
stored at the memory device may also increase.

Error correction coding (ECC) is often used to correct
errors that occur in data read from a memory device. Prior to
storage, data may be encoded by an ECC encoder to generate
redundant information (e.g. “parity bits”) that may be stored
with the data as an ECC codeword. As more parity bits are
used, an error correction capacity of the ECC increases and a
number of bits required to store the encoded data also
increases.

One source of errors that occur in data stored in a memory
device is a result of read accesses to the memory device.
When voltages are applied to a word line and to bit lines of a
flash memory device to enable reading of stored data at the
word line, threshold voltages of neighboring word lines may
be disturbed (e.g., slightly increased) due to inter-cell cou-
pling within the memory device. Read disturb effects are
cumulative and, if not remedied, may result in a number of
errors in stored data exceeding an ECC error correction
capacity of a data storage device.

SUMMARY

Read accesses to regions of a non-volatile memory of a
data storage device are tracked by a set of counters. When a
counter value indicates that a number of read accesses to a
particular region tracked by the counter exceeds a threshold
amount, a remedial action, such as a data refresh operation or
a data move operation, is initiated to data stored in the par-
ticular region. As a result, read disturb effects to data stored in
the memory may be corrected via refreshing or moving the
data prior to accumulated read disturb effects exceeding a
correction capability of the data storage device. Logical par-
titioning of the non-volatile memory into regions for read
access tracking may be programmable and may be adaptively
determined based on various factors to accommodate varying
sensitivity to read disturb effects within the non-volatile
memory.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of a particular illustrative
embodiment of a system including a data storage device
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2

configured to track read accesses to multiple regions of
memory and to initiate a remedial action;

FIG. 2 is a block diagram illustrating a particular embodi-
ment of components that may be incorporated in the data
storage device of FIG. 1;

FIG. 3 is a general diagram that illustrates logical partition-
ing of the memory of FIG. 1 and mappings of counters to
regions of the memory; and

FIG. 4 is a flow chart of a particular illustrative embodi-
ment of a method of tracking read accesses to regions of a
non-volatile memory.

DETAILED DESCRIPTION

Referring to FIG. 1, a particular embodiment of a system
100 includes a data storage device 102 coupled to a host
device 130. The data storage device 102 is configured to track
read accesses to multiple regions of a non-volatile memory
104 and to initiate a remedial action based on the tracked read
accesses.

The host device 130 may be configured to provide data,
such as user data 132, to be stored at the non-volatile memory
104 or to request data to be read from the memory 104. For
example, the host device 130 may include a mobile telephone,
amusic or video player, a gaming console, an electronic book
reader, a personal digital assistant (PDA), a computer, such as
a laptop computer, a notebook computer, or a tablet, solid
state storage drive, any other electronic device, or any com-
bination thereof.

The data storage device 102 includes the non-volatile
memory 104 coupled to a controller 120. The non-volatile
memory 104 may be a flash memory, such as a NAND flash
memory. For example, the data storage device 102 may be a
memory card, such as a Secure Digital SD® card, a
microSD® card, a miniSD™ card (trademarks of SD-3C
LLC, Wilmington, Del.), a MultiMediaCard™ (MMC™)
card (trademark of JEDEC Solid State Technology Associa-
tion, Arlington, Va.), or a CompactFlash® (CF) card (trade-
mark of SanDisk Corporation, Milpitas, Calif.). As another
example, the data storage device 102 may be configured to be
coupled to the host device 130 as embedded memory, such as
eMMC® (trademark of JEDEC Solid State Technology Asso-
ciation, Arlington, Va.) and eSD, as illustrative examples.

The non-volatile memory 104 includes multiple groups of
storage elements, such as word lines of a multi-level cell
(MLC) flash memory that include multiple MLC flash cells.
The non-volatile memory 104 may also include multiple
blocks of storage elements, such as erase blocks of a flash
memory that include multiple word lines in each erase block.
The non-volatile memory 104 is logically partitioned into
multiple regions including a first region (region 1) 110 and an
Nth region (region N) 112, where N is an integer greater than
one. Each region 110-112 can include one or more word lines,
blocks, or other portions of the non-volatile memory 104. To
illustrate, in an implementation where the non-volatile
memory 104 includes multiple arrays, multiple planes, mul-
tiple dies, or any combination thereof, each region 110-112
may include multiple word lines or blocks within a single
array, plane, or die. As another example, a single region (e.g.,
the first region 110) may span multiple arrays, planes, or dies,
or any combination thereof. To illustrate, the first region 110
may include storage elements within a first die and storage
elements within a second die.

The controller 120 is configured to receive data and
instructions from and to send data to the host device 130 while
the data storage device 102 is operatively coupled to the host
device 130. The controller 120 is further configured to send
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data and commands to the memory 104 and to receive data
from the memory 104. For example, the controller 120 is
configured to send data and a write command to instruct the
non-volatile memory 104 to store the data to a specified
address. As another example, the controller 120 is configured
to send a read command to read data from a specified address
of the non-volatile memory 104.

The controller 120 may include an ECC engine (not
shown) that is configured to receive data to be stored to the
non-volatile memory 104 and to generate a codeword. For
example, the ECC engine may include an encoder configured
to encode data using an ECC encoding scheme, such as a
Reed Solomon encoder, a Bose-Chaudhuri-Hocquenghem
(BCH) encoder, a low-density parity check (LDPC) encoder,
a Turbo Code encoder, an encoder configured to encode data
according to one or more other ECC encoding schemes, or
any combination thereof. The ECC engine may include a
decoder configured to decode data read from the non-volatile
memory 104 to detect and correct, up to an error correction
capability of the ECC scheme, bit errors that may be present
in the data.

The controller 120 includes a set of counters 122 that are
configured to track read accesses performed to the regions
110-112 of the non-volatile memory 104. The set of counters
122 includes multiple counters, including a first counter
(counter 1) 140 and an Nth counter (counter N) 142. The first
counter 140 has a first counter value (value 1) 160 that is
updatable by the controller 120 to track memory accesses to
the firstregion 110. The Nth counter 142 has an Nth value 162
that is also updatable by the controller 120 to track memory
accesses to the Nth region 112.

The controller 120 includes a memory management engine
124. The memory management engine 124 is configured to
receive read requests from the host device 130 and to deter-
mine a read address 152 corresponding to the requested data.
For example, the read address 152 may correspond to a physi-
cal address of one or more wordlines in the non-volatile
memory 104. To illustrate, the memory management engine
124 may receive a logical address of requested data stored in
the non-volatile memory 104 and may perform an address
translation to generate a physical read address, such as the
read address 152. The memory management engine 124 is
configured to generate a read command 150 to read data from
the read address 152 of the non-volatile memory 104. In
addition, the memory management engine 124 is configured
to provide the read address 152 to the set of read access
counters 122.

In response to determining the read address 152 corre-
sponding to a physical address of data to be read from the
non-volatile memory 104, the controller 120 may select a
particular counter of the set of counters 122 corresponding to
aregion of the non-volatile memory 104 that is tracked by the
particular counter. For example, when the read address 152
corresponds to data in the first region 110, the controller 120
may determine that the first counter 140 maintains a count of
read accesses to the first region 110, and as a result the first
value 160 may be updated by the first counter 140. As another
example, when the read address 152 corresponds to an
address in the Nth region 112, which is tracked by the Nth
counter 142, the Nth value 162 of the Nth counter 142 may be
updated to indicate the read operation.

Each of the values 160-162 that correspond to counts of
read accesses to the particular regions tracked by the corre-
sponding counters 140-142 are compared to a threshold 170.
In response to determining that one or more of the values
160-162 equals or exceeds the threshold 170, a flag 154 may
be generated and provided to the memory management
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engine 124. The memory management engine 124 may
receive the flag 154 and may initiate a remedial action 126 to
the corresponding region of the non-volatile memory 104.

For example, when the first value 160 indicates that a count
of'read accesses to the first region 110 equals or exceeds the
threshold 170, the controller 120 may be configured to initiate
the remedial action 126 to the first region 110. The remedial
action 126 may include a data move operation that causes data
in the corresponding region 110 to be moved to a different
memory location of the non-volatile memory 104. As another
example, the remedial action 126 may include a data refresh
operation. The data refresh operation may include copying
data from each block of the region 110, erasing the particular
block, and re-writing the data to the erased block. By moving
data to another block, or by refreshing the data in a block, a
shifting of states of storage elements as aresult of read disturb
effects may be remedied, and the storage elements within the
block or groups of blocks may be returned to an originally
programmed state. Potential corruption of data in the non-
volatile memory 104 caused by read disturb effects may be
anticipated based on counts of read accesses to each of the
regions 110-112 and the remedial action 126 may be per-
formed to avoid unrecoverable corruption of data resulting
from accumulated read disturb effects resulting from multiple
read accesses.

In some implementations, the counters 140-142 may count
upward from a reset value (e.g., a 0 value) with each read
access to the region tracked by the particular counter 140-
142. The value 160-162 of each counter 140-142 may be
compared against the threshold 170 (e.g., each time the value
160-162 is updated) to determine when a number of read
accesses to a corresponding region 110-112 of the non-vola-
tile memory 104 meets or exceeds the threshold 170. How-
ever, in other implementations, other configurations of the
counters 140-142 may be applied. For example, the counters
140-142 may be initially setto a value corresponding to a read
access limit, and the counters 140-142 may decrement the
corresponding value 160-162 with each read access. When
one of the values 160-162 reaches a zero value, the flag 154
may be provided to the memory management engine 124.

The controller 120 may be configured to store counter
values 180 to specific or dedicated portions of the non-vola-
tile memory 104 for storage during power off conditions. For
example, the controller 120 may be configured to store
counter values 180 of the set of counters 122 to the non-
volatile memory 104 during a session shutdown operation of
the data storage device 102. The controller 120 may further be
configured to retrieve the stored counter values 180 from the
non-volatile memory 104 and to initialize the counters 140-
142 of the set of counters 122 according to the stored counter
values 180 during a session initialization operation of the data
storage device 102. To illustrate, the counter values 180 may
include a table or other data structure that indicates a number
of'the regions 110-112 (e.g., N regions), and for each region,
may include a value of a corresponding counter (e.g., the first
value 160 for the first region 110, an address range corre-
sponding to the particular region (e.g., addresses of a first and
last erase block within the first region 110), and a value of the
threshold 170 corresponding to the particular region. For
example, as described in further detail with respect to FIG. 3,
a number and arrangement of the regions 110-112 may be
modified over the life of the data storage device 102. In
addition, as the data storage device 102 ages, values of the
threshold 170 may be modified from an initial value, and
different regions 110-112 may correspond to different thresh-
olds.
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During operation, the host device 130 may request the user
data 132 to be read from the non-volatile memory 104. The
memory management engine 124 may translate an address of
the requested user data 132 and may provide the read address
152 to the set of read access counters 122. In addition, the
controller 120 may issue the read command 150 to the non-
volatile memory 104, such as concurrently with providing the
read address 152 to the set of read counters 122.

The controller 120 may determine a particular counter of
the set of counters 122 that tracks the region of the non-
volatile memory 104 corresponding to the read address 152.
For example, the read address 152 may correspond to a word-
line in the first region 110, which may be tracked by the first
counter 140. In response to receiving the read address 152, a
determination may be made that the read address 152 corre-
sponds to the first counter 140, and the first counter 140 may
update the first value 160 to indicate an additional read access
has been or is being performed within the first region 110.

In response to the read command 150 being sent to the
non-volatile memory 104, requested data may be provided
from the non-volatile memory 104 to the controller 120 as
read data 156. The controller 120 may process the read data
156, such as by decoding the read data 156 and correcting one
or more read errors that may occur in the read data 156, and
may provide the resulting user data 132 to the host device 130.

In addition, in response to the first value 160 (upon being
updated by the first counter 140) equaling or exceeding the
threshold 170, a corresponding flag 154 may be provided to
the memory management engine 124. In response to receiv-
ing the flag 154, the memory management engine 124 may
initiate the remedial action 126, such as by providing memory
addresses or block indicators to a move queue or a refresh
queue for scheduling a data move operation or a data refresh
operation, such as described in further detail with respect to
FIG. 2.

By tracking counts of read accesses to different regions of
the non-volatile memory 104, and by initiating the remedial
action 126 in response to a count of read accesses to a par-
ticular region 110-112 meeting or exceeding the threshold
170, cumulative effects of read disturbs occurring in the par-
ticular region 110-112 may be remedied. As a result, a num-
ber of errors occurring in the read data 156 due to read
disturbs may be maintained at a reduced level as compared to
systems that do not track and remedy accumulated read dis-
turb effects. The set of counters 122 and corresponding logic
to map the set of counters 122 to individual regions of the
non-volatile memory 104 may be implemented in dedicated
circuitry to reduce latency and processing impact on the con-
troller 120 during the read access operation, as described in
further detail with respect to FIG. 2. Alternatively, the set of
read access counters 122 may be implemented via one or
more software processes executed by a processor within the
controller 120, or by a combination of software executed by a
processor and dedicated circuitry.

Referring to FIG. 2, a particular embodiment of the data
storage device 102 of FIG. 1 is illustrated and generally
designated 200. The non-volatile memory 104 is illustrated as
a NAND flash memory that includes multiple erase blocks,
including block 0 220, block 1 222, block 2 224, block 3 226,
and additional blocks up to an Mth block (block M) 228. The
NAND flash memory 104 is logically partitioned into mul-
tiple read tracking regions, illustrated as a first read tracking
region 210, a second read tracking region 212, and additional
regions up to an N-1st read tracking region 214 and an Nth
read tracking region 216. The controller 120 includes the set
of counters 122 including the first counter 140, a second
counter 141, and one or more other counters including the Nth
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counter 142. The controller 120 includes address comparison
circuitry 240 that is coupled to receive the read address 152
from the flash management engine 124 and to generate an
output signal to a counter that tracks a region 210-216 of the
NAND flash memory 104 corresponding to the read address
152. The controller 120 further includes a count of write/erase
cycles 244, a write/erase threshold 246, and a move/refresh
queue 242.

The controller 120 is configured to provide the read address
152 from the flash management engine 124 to the address
comparison circuitry 240. The address comparison circuitry
240 may be programmable to route particular read addresses
152 to particular counters of the set of counters 122. For
example, the address comparison circuitry 240 may deter-
mine whether the read address 152 is within a first address
range corresponding to the first read tracking region 210, a
second address range corresponding to the second read track-
ing region 212, etc., and may generate an output signal to a
corresponding one of the counters 140-142 to cause the
counter to update its counter value.

Each of the counters 140-142 may be responsive to a cor-
responding threshold, illustrated as threshold 1, threshold 2, .
. . threshold N. For example, each counter 140-142 may be
configured to perform comparisons of the counter’s value to
its corresponding threshold and to generate a flag signal in
response to the value meeting or exceeding the threshold. To
illustrate, when the first counter 140 updates its counter value
to an amount that matches the first threshold (threshold 1), the
first counter 140 may generate a first flag indication (Flag 1)
that may be provided to the flash management engine 124 as
the flag 154. Each of the counters 140-142 may have a pro-
grammable threshold value such that each of the thresholds
may have a distinct value, or one or more (or all) of the
counters 140-142 may use a same threshold value.

Each of the counters 140-142 may provide a distinct flag
signal to the flash management engine 124. For example, the
flag indicator 154 may be a multi-bit signal, such as an inter-
rupt signal with each bit of the interrupt signal corresponding
to a distinct counter of the set of counters 122. In this manner,
the flash management engine 124 may determine a particular
read tracking region 210-216 that has a count of read accesses
matching or exceeding its corresponding threshold. In
response, the flash management engine 124 may perform the
remedial action 126 of FIG. 1 by adding addresses of the
blocks of the corresponding region, such as block 0-3 220-
226 of the first read tracking region 210, to the move/refresh
queue 242.

The flash management engine 124 may be configured to
perform data move operations to transfer data from addresses
indicated in the move/refresh queue 242 to other addresses in
the NAND flash memory 104. Alternatively, the flash man-
agement engine 124 may be configured to perform refresh
operations of blocks indicated in the move/refresh queue 242.
For example, the flash management engine 124 may perform
data moves or data refreshes as part of housekeeping opera-
tions at the controller 120, such as in a background process.

The flash management engine 124 may be configured to
keep track of a write/erase count 244 of write and erase cycles
performed at the NAND flash memory 104. For example, the
flash management engine 124 may determine an “age” of the
NAND flash memory 104 based on the write/erase count 244.
Because an ability of the NAND flash memory 104 to main-
tain distinct states of storage elements may degrade, as the
write/erase count 244 increases, the counter thresholds may
be reduced as the device 200 ages (e.g., as the write/erase
count 244 increases).
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The flash management engine 124 may be configured to
compare the write/erase count 244 to the write/erase thresh-
old 246, and upon determining that the write/erase count 244
meets or exceeds the write/erase threshold 246, to perform
one or more updates of the read tracking mechanism. For
example, the flash management engine 124 may be config-
ured to update logical partitioning of the NAND flash
memory 104 into a greater number of read tracking regions
210-216, as described in further detail with respect to FIG. 3.
As another example, the flash management engine 124 may
decrease the thresholds for each of the counters 140-142 so
that remedial actions are taken more frequently for older
memories than for fresh memories that have a greater capac-
ity to maintain distinct states of memory cells in the NAND
flash memory 104.

Referring to FIG. 3, a first logical partitioning 304 and a
first mapping of regions to counters 302 and a second logical
partitioning 384 and a second mapping of regions to counters
382 are illustrated. The first logical partitioning 304 may
correspond to a partitioning of the non-volatile memory 104
into four regions including a first region 340, a second region
342, a third region 344, and a fourth region 346. The four
regions 340-346 may span the entire non-volatile memory
104, from a lowest indexed block (block 0 220) to a highest
indexed block (block M 228).

The set of counters 122 is illustrated as including a first
counter 320, a second counter 322, a third counter 324, a
fourth counter 326, a fifth counter 328, a sixth counter 330, a
seventh counter 332, and an eighth counter 334, and may
include one or more additional counters (not shown). Accord-
ing to the first mapping of regions to counters 302, the first
counter 320 is mapped to the first region 340, the second
counter 322 is mapped to the second region 342, the third
counter 324 is mapped to the third region 344, and the fourth
counter 326 is mapped to the fourth region 346. The remain-
ing counters 328-334 are not mapped to any of the memory
regions 344-346 and may be unused.

The first mapping of regions to counters 302 and the first
logical partitioning 304 may be applied by the controller 120
of FIGS. 1-2 in response to the write/erase count 244 of FIG.
2 being less than the write/erase threshold 246. For example,
the first mapping of regions to counters 302 and the first
logical partitioning 304 may be an initial configuration of the
memory device 102 of FIG. 1 and may be set according to an
initial set of programmable values, such as determined by a
manufacturer of the data storage device 102.

With operation of the data storage device 102, the write/
erase count 244 may eventually equal or surpass the write/
erase threshold 246. In response to the write/erase count 244
equaling or exceeding the write/erase threshold 246, or in
response to some other triggering event, the controller 120 of
FIG. 1 may be configured to modify the logical partitioning of
the non-volatile memory 104 from the first logical partition-
ing 304 including the first set of regions 340-346 to the second
logical partitioning 384 that includes a second set of regions.
The second set of regions includes a first region 350, a second
region 352, a third region 354, a fourth region 356, a fifth
region 358, a sixth region 360, a seventh region 362, and an
eighth region 364. The number of regions in the second set of
regions 350-364 (e.g., 8) is greater than the first number of
regions in the first set of regions 340-346 (e.g., 4).

The controller 120 may also be configured to update a
mapping of regions from the first mapping of regions to
counters 302 to the second mapping of regions to counters
382. The second mapping of regions to counters 382 enables
tracking of each region of the second set of multiple regions
350-364 with a respective counter 320-334 of the set of
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counters 122. As illustrated, the second logical partitioning
384 may be formed by subdividing each of the regions of the
first logical partitioning 304 into two regions, to increase the
number of regions from four (according to the first logical
partitioning 304) to eight (corresponding to the second logi-
cal partitioning 384).

The controller 120 may further be configured to update the
second logical partitioning 384 and the second mapping of
regions to counters 382 to generate a third or further set of
logical partitionings and mappings of regions to counters
according to one or more other triggering events or other
criteria. For example, when the erase/write count 244 of FIG.
2 exceeds a second erase/write threshold, the logical parti-
tioning 384 may be increased to a larger number of regions,
such as sixteen regions, and additional counters of the set of
counters 122 may be assigned to accommodate tracking of
memory read accesses to the newly established number of
regions (e.g., sixteen counters may be mapped to the sixteen
regions).

Although the first and second logical partitionings 304 and
384 illustrate multiple regions having substantially equal size
and that are substantially evenly distributed throughout the
non-volatile memory 104, it should be understood that in
other implementations one or more of the memory regions
may have a size differing from others of the memory regions.
For example, a higher number of reads may be expected in a
region that stores data having a high read access rate, such as
a boot partition or area of the non-volatile memory 104 that
stores other file management information. In this case, a
smaller region may be used for portions of the non-volatile
memory 104 expected to have higher read access rates, while
larger regions may be used for portions of the non-volatile
memory 104 expected to have lower read access rates. As
another example, effects of read disturb on stored data in the
non-volatile memory 104 may be dependent on one or more
other factors, such as a location in a memory array (e.g., at an
edge of the array as compared to at an interior of the array), a
particular plane of multi-plane memory, a particular die of a
multi-die memory, one or more other factors such as a type of
data stored, a ratio of ‘0’ values to ‘1’ values in stored data at
the non-volatile memory 104, or other factors.

Because partitioning of the non-volatile memory 104 into
multiple regions and the mapping of regions to counters may
be programmable, the data storage device 102 may be con-
figured to accommodate various factors and various differ-
ences in read access rates and effects of read disturb on
various portions of the non-volatile memory 104. For
example, the first logical partitioning 304 and the first map-
ping of regions to counters 302 may be set by a manufacturer
of'the data storage device 102 of FIG. 1. To illustrate, regions
of'the memory 104 defined by the first logical partitioning 304
may be set based on results of testing portions of the non-
volatile memory 104 for susceptibility to read disturb effects,
based on types of data stored to regions of the non-volatile
memory 104, such as file management data or pre-loaded
content, based on one or more other criteria, or any combi-
nation thereof.

The memory management engine 124 may be configured
to update the first logical partitioning 304 and the first map-
ping of regions to counters 302 according to one or more
criteria, such as according to a history of read accesses to
different portions of the non-volatile memory 104 and/or
according to the write erase count 244 of FIG. 2, as non-
limiting examples, to generate the second logical partitioning
384 and the second mapping of regions to counters 382. For
example, the flash management engine 124 of FIG. 1 may
store the counter values 160, 162 corresponding to regions of
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the first logical partitioning 304. The flash management
engine 124 may update address ranges used by the address
comparison circuitry 240 of FIG. 2 so that twice as many
address ranges are used, with each of the updated address
ranges including approximately half as many addresses as the
prior address ranges. Counters of the set of counters 122 may
be assigned to an updated address range by the address com-
parison circuitry 240. The assigned counters may be initial-
ized to a counter value that is approximately half of the stored
counter value corresponding to the region of the memory. For
example, if the first region 110 is tracked by the first counter
140 and has a counter value 160 of two hundred, after parti-
tioning the first region 110 into two regions, the counters
assigned to each of the two regions may each be initialized to
a value of one hundred.

Referring to FIG. 4, a particular embodiment of a method
400 is depicted. The method 400 may be performed in a data
storage device that includes a controller and a non-volatile
memory, such as a flash memory. For example, the method
400 may be performed by the data storage device 102 of FIG.
1

The method includes updating, in a controller of the data
storage device, a value of a particular counter of a set of
counters in response to a read access to a particular region of
the non-volatile memory that is tracked by the particular
counter, at 402. Read accesses to a first region of the non-
volatile memory are tracked by a first counter of the set of
counters and read accesses to a second region of the non-
volatile memory are tracked by a second counter of the set of
counters. For example, read accesses to the first region 110 of
FIG. 1 may be tracked by the first counter 140 and read
accesses to the Nthregion 112 of FIG. 1 may be tracked by the
Nth counter 142.

In response to the value of the particular counter indicating
that a count of read accesses to the particular region equals or
exceeds a first threshold, a remedial action to the particular
region of the non-volatile memory is initiated, at 404. For
example, the remedial action may be the remedial action 126
initiated by the memory management engine 124 of FIG. 1
and may include a data move operation or a data refresh
operation. In response to completion of the remedial action to
the particular region, the value of the particular counter may
be reset.

The method 400 may also include, during a session shut-
down operation of the data storage device, storing values of
the set of counters to the non-volatile memory. During a
session initialization operation of the data storage device,
stored counter values may be retrieved from the non-volatile
memory and counters of the set of counters may be initialized
according to the stored counter values. For example, the con-
troller 120 may store the counter values 180 of FIG. 1 to the
non-volatile memory 104 upon powering down and may
retrieve the counter values 180 from the non-volatile memory
104 during an initialization/powering up event.

The non-volatile memory may be logically partitioned into
a first set of multiple regions and a count of read accesses to
each of the multiple regions may be tracked by a respective
counter of the set of counters, such as the first logical parti-
tioning 304 of FIG. 3 that partitions the memory 104 into four
regions 340-346 that are tracked by four counters 320-326. A
first number of regions included in the first set of multiple
regions may be programmable. For example, in response to a
triggering event, the method 400 may include modifying the
logical partitioning of the non-volatile memory to form a
second set of multiple regions (e.g., the set of eight regions
350-364 according to the second logical partitioning 384 of
FIG. 3). The triggering event may correspond to a count of
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erase cycles (e.g., the W/E count 244 of FIG. 2) equaling or
exceeding an erase threshold (e.g., the W/E threshold 246 of
FIG. 2). A second number of regions in the second set of
regions may be greater than the first number of regions in the
first set of regions, and a mapping of regions to counters may
be updated to track each region of the second set of multiple
regions with a respective counter of the set of counters. For
example, the first mapping of regions to counters 302 of FIG.
3 may be updated by the memory management engine 124 of
FIG. 1 by assigning a counter of the set of counters 122 to
each of the regions of the second logical partitioning 384 to
generate the second mapping of regions to counters 382.

Although various components depicted herein are illus-
trated as block components and described in general terms,
such components may include one or more microprocessors,
state machines, or other circuits configured to enable the
controller 120 of FIG. 1 to initiate the remedial action based
on comparisons of the counter values 160-162 to one or more
threshold(s) 170. For example, the controller 120 may repre-
sent physical components, such as hardware controllers, state
machines, logic circuits, or other structures, to enable the
controller 120 of FIG. 1 to track read accesses to individual
regions 110-112 and to initiate a data move operation or a data
refresh operation to individual regions 110-112.

The controller 120 may be implemented using a micropro-
cessor or microcontroller programmed to update counters in
response to read accesses to corresponding regions of the
memory 104, and upon determining that a counter value
indicates that a number of read accesses to a particular region
matches or exceeds a threshold amount, to initiate a remedial
action, such as by adding blocks of the region to a refresh
queue or a move queue. In a particular embodiment, the
controller 120 includes a processor executing instructions
that are stored at the non-volatile memory 104. Alternatively,
orin addition, executable instructions that are executed by the
processor may be stored at a separate memory location that is
not part of the non-volatile memory 104, such as at a read-
only memory (ROM).

In a particular embodiment, the data storage device 102
may be implemented in a portable device configured to be
selectively coupled to one or more external devices. However,
in other embodiments, the data storage device 102 may be
attached or embedded within one or more host devices, such
as within a housing of a host communication device. For
example, the data storage device 102 may be within a pack-
aged apparatus such as a wireless telephone, a personal digital
assistant (PDA), a gaming device or console, a portable navi-
gation device, or other device that uses internal non-volatile
memory. In a particular embodiment, the data storage device
102 may be coupled to a non-volatile memory, such as a
three-dimensional (3D) memory, a flash memory (e.g.,
NAND, NOR, Multi-Level Cell (MLC), a Divided bit-line
NOR (DINOR) memory, an AND memory, a high capacitive
coupling ratio (HiCR), asymmetrical contactless transistor
(ACT), or other flash memories), an erasable programmable
read-only memory (EPROM), an electrically-erasable pro-
grammable read-only memory (EEPROM), a read-only
memory (ROM), a one-time programmable memory (OTP),
or any other type of memory.

The illustrations of the embodiments described herein are
intended to provide a general understanding of the various
embodiments. Other embodiments may be utilized and
derived from the disclosure, such that structural and logical
substitutions and changes may be made without departing
from the scope ofthe disclosure. This disclosure is intended to
cover any and all subsequent adaptations or variations of
various embodiments.
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The above-disclosed subject matter is to be considered
illustrative, and not restrictive, and the appended claims are
intended to cover all such modifications, enhancements, and
other embodiments, which fall within the scope of the present
disclosure. Thus, to the maximum extent allowed by law, the
scope of the present invention is to be determined by the
broadest permissible interpretation of the following claims
and their equivalents, and shall not be restricted or limited by
the foregoing detailed description.

What is claimed is:

1. A method comprising:

in a data storage device that includes a controller and a

non-volatile memory that is logically partitioned into a
first set of multiple regions, performing:
updating, in the controller of the data storage device, a
value of a first counter of a set of counters in response
to a read access to a first region of the non-volatile
memory, wherein read accesses to the first region of
the non-volatile memory are tracked by the first
counter of the set of counters and wherein read
accesses to a second region of the non-volatile
memory are tracked by a second counter of the set of
counters;
in response to the value of the first counter indicating
that a count of read accesses to the first region equals
or exceeds a first threshold, initiating a remedial
action to the first region of the non-volatile memory;
and
in response to a triggering event:
modifying logical partitioning of the non-volatile
memory to form a second set of multiple regions,
wherein a first number of regions in the first set of
multiple regions is less than a second number of
regions in the second set of multiple regions; and
updating a mapping of regions to counters to track
each region of the second set of multiple regions
with a respective counter of the set of counters.

2. The method of claim 1, wherein the remedial action
includes at least one of a data move operation or a data refresh
operation.

3. The method of claim 1, further comprising, in response
to completion of the remedial action to the first region, reset-
ting the value of the first counter.

4. The method of claim 1, further comprising, during a
session shut-down operation of the data storage device, stor-
ing values of the set of counters to the non-volatile memory.

5. The method of claim 1, further comprising, during a
session initialization operation of the data storage device,
retrieving stored counter values from the non-volatile
memory and initializing counters of the set of counters
according to the stored counter values.

6. The method of claim 1, further comprising:

modifying the logical partitioning of the non-volatile

memory to form a third set of multiple regions, wherein
a third number of regions in the third set of multiple
regions is greater than the second number of regions in
the second set of multiple regions; and

updating the mapping of regions to counters to track each

region of the third set of multiple regions with a respec-
tive counter of the set of counters.

7. The method of claim 1, wherein the triggering event
corresponds to a count of erase cycles equaling or exceeding
an erase threshold.
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8. The method of claim 1, wherein the non-volatile
memory includes a flash memory.

9. A data storage device comprising:

a non-volatile memory; and

a controller including a set of counters, wherein the con-

troller is configured to update a value of a first counter of
the set of counters in response to a read access to a first
region of the non-volatile memory, wherein read
accesses to the first region of the non-volatile memory
are tracked by the first counter of the set of counters and
wherein read accesses to a second region of the non-
volatile memory are tracked by a second counter of the
set of counters,

wherein, in response to the value of the first counter indi-

cating that a count of read accesses to the first region
equals or exceeds a first threshold, the controller is con-
figured to initiate a remedial action to the first region of
the non-volatile memory, and

wherein the controller is further configured to logically

partition the non-volatile memo into a first set of mul-
tiple regions and, in response to a triggering event, to
modify logical partitioning of the non-volatile memory
to form a second set of multiple regions wherein a first
number of regions in the first set of multiple regions is
less than a second number of regions in the second set of
multiple regions, and to update a mapping of regions to
counters to track each region of the second set of mul-
tiple regions with a respective counter of the set of
counters.

10. The data storage device of claim 9, wherein the reme-
dial action includes at least one of a data move operation or a
data refresh operation.

11. The data storage device of claim 9, wherein the con-
troller is configured to, in response to completion of the
remedial action to the first region, reset the value of the first
counter.

12. The data storage device of claim 9, wherein the con-
troller is further configured to store values of the set of
counters to the non-volatile memory during a session shut-
down operation of the data storage device.

13. The data storage device of claim 9, wherein the con-
troller is further configured to retrieve stored counter values
from the non-volatile memory and initialize counters of the
set of counters according to the stored counter values during
a session initialization operation of the data storage device.

14. The data storage device of claim 9, wherein the con-
troller is further configured to modity the logical partitioning
of the non-volatile memory to form a third set of multiple
regions, wherein a third number of regions in the third set of
multiple regions is greater than the second number of regions
in the second set of multiple regions, and to update the map-
ping of regions to counters to track each region of the third set
of multiple regions with a respective counter of the set of
counters.

15. The data storage device of claim 9, wherein the trig-
gering event corresponds to a count of erase cycles equaling
or exceeding an erase threshold.

16. The data storage device of claim 9, wherein the non-
volatile memory includes a flash memory.

#* #* #* #* #*
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